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ABSTRACT 
 

When Hill ciphers were described in [16] difficulties in finding the inverse of matrices were noticed to be one of its few 

disadvantages which made Hill to in [17] suggest the use involutory matrices as keys such that those difficulties were done away 

with. This reduced drastically the size of the key space of the Hill ciphers which gave rise to another disadvantage. In this paper, 

Hill ciphers of rhotrices were presented and were found perfectly free from the difficulties of computing inverses ( computing 

inverses of rhotrices is easier than computing those of matrices) and the short comings of decrease in the size of the key space. 

These contributions, together with the provision of alternative Hill ciphers are the wealth of this paper. 
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1.  INTRODUCTION 
 

The purpose of this paper is to explore the possibilities of applying rhotrices in the area of cryptography. For over a decade [1], 

an attempt was made to present an element of the set 

 

 

 =  

 

termed as rhotrix. The element , is called heart.. If  and , then 

 

+   =   

 

 

was defined as the addition of two rhotrices. This addition is commutative. The sum  

 

=  - =  

 

 

the zero of , implying that  is the additive inverse of . Consequently,  is a commutative group. Scalar 

multiplication was defined as 

 

 = .  
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There are two major methods of rhotrix multiplication but the one used here is 

 

 ·  = . 

 

This multiplication method is commutative, hence the set  is a commutative algebra. The multiplicative identity of  is 

 

 = . 

 

The multiplicative inverse of =  is -1= -  such that .   

 

It is worthwhile to note that the set  is not in any way an integral domain [19](submitted). 

 

The general definition of  appeared in [2] as 

 

 
 

where ,   and  is the integer value upon division of  by . In [13], a the following type of rhotrix named  

modulo rhotrix was presented; 

  

 

                    

 

 

Where, addition (+) and multiplication (•) are done modulo  under the addition and multiplication of rhotrices. Also,  

,  ,  . 
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The additive and multiplicative identities of  were respectively given as 

                                       

and 

                                                     

 

where  the multiplicative inverse of 

 

                                                      

is 

 

                                                            

      

such that, 

 

,     and so on. 

 

For more on the adopted multiplication method see [4], [5], [6], [7], [8], [9], [2], [11], [12], [13], [14], and [15]. 
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2.  HILL CIPHERS OF RHOTRICES 
 

Before the actual description of these ciphers, here are some introductory discussions in accordance with the ideas in [16], [17], 

and [18]. The whole discussion will be based on the set of integers 

 

 
 

and the set 

 

 
 

The later is for the fact that Hill cipher was based on the English alphabets which are in number. The following assignment 

was done on these alphabets: 

 

 

 
 

Also, all multiplications are multiplication of rhotrices modulo . This method of assignment was adopted in the study for 

reasons that can be observed by the reader in the forth coming discussions. Rhotrices of size  that is rhotrices with  entries 

were used as this is the smallest size [1], nevertheless, the generalization presented in this paper works for any size  and for any 

order  of rhotrices. The plaintext will be represented in the column major but row major can also be used. Generally, the rhotrix 

Hill cipher is of the alphabet length  and an integer . Therefore, the Hill -cipher is given by a rhotrix  of order  with 

entries from . To convert a plaintext to a cipher text, the following algorithm was used: 

 

i) Group the plaintext to  smaller groups. Pad the rhotrix with zeros in all unoccupied places. For example, if the plain text is 

’BECAUSE’ it can be grouped as BEC | AUS | E which can be represented by the following rhotrices: 

 

 

 

 
 

ii) Represent each letter by the number assign to it as follows: 
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iii) Compute the product of each of the rhotrices in (ii) above by the key rhotrix  modulo  to obtain the ciphertext 

corresponding to the plaintext under consideration. For instance, suppose 

 

 
 

Note that in choosing  one has to be careful about the choice of the heart because  is not an integral domain. In other words, 

the greatest common divisor of the heart of and  must be  so that the key space becomes only the set of all rhotrices of 

order  that are invertible over  . This means, the heart of the key rhotrix must be relatively prime to . 

 

Now, going back to the computation of the cipher text the decryption function  should be used. That is   

 

 
 

which does not have to make sense to any non-stakeholder. 

 

iv) The function   should be computed to decrypt (to retrieve the plain text). But from section 1,  

   

dividing by the square of five and multiplying by the square of its multiplicative inverse modulo 26 are the same and   

 

 

 

 

 

 

 
Moreover,   

 

 

 

 

 

 

 

 

 

 

 

 

 

Therefore,  and hence   

Now, it’s time to generalize the Hill cipher. 
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3. GENERALIZED HILL CIPHERS OF RHOTRICES 
 

Denote by  the set of all invertible rhotrices over 

 of order . Using the natural correspondence, a plaintext 

string over an alphabet of order  is represented as a vector 

over  in either a column-major or a row-major, this vector 

is denoted as a rhotrix  of size  which is padded by zeros in 

the position of entries where there are no letters. Suppose a 

rhotrix  is chosen to be the key rhotrix, to 

encrypt, compute 

 
Also, represent this product  as a string over the same 

alphabet and send or keep depending on the need. To decrypt, 

compute 

 
 

4. CONCLUSION 
 

This paper introduced the Hill ciphers of rhotrices.  These Hill 

ciphers have the advantage of rich key space and easier 

computation of inverses. The first section of the paper covered 

the algebra of rhotrices to equip the reader with basic concepts 

and operations of rhotrices. In the second section, discussions 

were given on the Hill ciphers of rhotrices and finally, 

generalization of the Hill ciphers was presented in section 

three. It is hoped that the contributions of this paper will open 

a new chapter in the application of algebra in cryptography. 
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