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ABSTRACT

This paper presented a new way in the implementation of affine ciphers. These ciphers have the advantage of rich key space and
easier way of computing inverses. Moreover, the multiplication here (of rhotrices) is commutative which may serve as another
advantage. Some basic concepts in rhotrices were given to acquaint the reader with what is needed basically to grasp the content

of the paper.
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1. INTRODUCTION
| o

b hid) d
g
was introduced as rhotrix.

In [1], an entity A =( ) £ H where o, b,c,d, e e H

The entry h{A] is called heart.

The sum
a | F
H+B={i? F:iAJd} + (g nig) j
g | k

k s+H

|

was defined as the addition of two rhotrices and it is
commutative.

a+f
b+g RA+RE) d+j

By this definition of addition, the additive inverse of

A= {b F:EA:' d} is -A=- :i: 'nE-‘L" d}.

-
The zero of R was given by 0 = (L‘ED} and was termed the

zero rhotrix. The ordered pair (H, +) is a commutative group.

Scalar multiplication was given as

plica
ad =a{a Rl | = {

}

The multiplication of two rhotrices A and B was given by

:

ag
ob oh(E) ad
mE

ah(B) +fria)
i (E)+ ghlad R(EYR(AD dr(B)+jhia)
sh(E) + ki (A)

sa|

This multiplication method is also commutative and was
adopted in this paper. The identity of R with respect to this
multiplication is

D o
I =(U 1 0. The Multiplicative inverse of A= (i' hiﬂl‘ d} is
LD g |
1, 2 .
,l=__. "{::l —hlaA) r.'} such that h{ﬁ]:]‘ = 0.

R{A)= g |

The set H is not an integral domain [20]. In Mohammed [2], a
generalised definition of a rhotrix A of dimension 1t with the
operations defined above, was presented as the set

R,=
fy
| a; Gz 4 :
|
Oye=11] n QUe2)) e o @ypesayy = o; €H
L - R T A
| !
Gr_z  Gp_3 Broy
Oe
mE+1) + n. .
where t = ——, ne2Z7 +1 and - is the integer value

upon division of # by 2.
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In [16], modulo rhotrix was introduced as a rhotrix in form of

0y
| 0, 0, 0, -.

4 Yo Edy|

M[Rg] 0 o @ D,

Oz Oz Opy
L a; A

Where, addition (+) and multiplication (¢) are done modulo 7
under the addition and multiplication of rhotrices. Also,

o= ?!‘—:.i’!+5, g= i{ﬂ: +3)mw= n*+In+l
The additive identity is
0,
| 0, 0, O, -.
0=1o, 0g 0.

| TR BT |
Oz Dez Opy
G

The multiplicative identity is

Oy
| 0, 0, 0 H
| = = h 4
N I . |
d=1ln 4 ao |
(0o o g e O
\ |
Orz Opz Oy
Cp

0y
| G Gz Gy |
4= e
g aee wm
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| e I
Or_z Op_7 D¢y
Or

is

by
| b, by b, .
B=1p, bg L}
l o |
brg Brg By
by

such that,

Bg by = 1mod p

Gy bg t oy =0modp
oy bg + byag = 0Omod p
a; bg + byag = 0mod p
ay bg + b a9 = 0mod p

Qg by + b oy =0modp
g by + b sy =0modp
Be_y b £ b8 =0modp
G by + Bpag = Omod p

Various works have been conducted on rhotrices with the aid
of the adopted multiplication method which can be found in
[2, 5-7]. More studies have been conducted in the areas of
algebra and that of mathematical analysis which appeared in
[8- 13, 15-19].

2. RHOTRIX AFFINE CIPHERS (LINEAR CIPHERS)

Some discussions and ideas from [3-4, 13-14] have been
useful here. The letter A was represented by the number 1, B
by the number 2, C by the number 3 and so on, where lastly Z
was represented by 0. Arithmetic operations were done
modulo 26. The discussion holds on rhotrices of any size but
here rhotrices where t = 5 were used. To encrypt, let

Y = AX + B (mod 26) such that X and Y are input (plain text)
and output (cipher text) rhotrices of ¢ entries. A is a fixed key
invertible rhotrix also B is a fixed key rhotrix. To decrypt
there we compute

X = A~YY - B) (mod 26) such that A% is the inverse of A in
the key space RL(5, Z;z), the set of all rhotrices of order t=5
that are invertible over Z;; mod 26. In other words, the

encryption keys are A, B and those of decryption are 47, —B

respectively. Clearly, the Hill cipher is a special case of the
affine cipher where B is the zero rhotrix. The plaintext was
represented in the column major throughout the study but row
major can also be used.
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3. ALGORITHM I 16 |
¥ =(0210
Represent the plaintext and cipher text by numbers from &z < 20
according to the allocation used in the above section. Let | i
Xy |I | 5 1
A= (.r: hid) x, x —(040
| X | = 0
| |
and
[ R ' Computing the product of each of the rhotrices above by the
E= (J! h{A} vy key rhotrix A modulo 26 and adding it to rhotrix £ we obtain
¥s ! the cipher text ¥. For example, suppose
| 3 1
Where x4 h{ﬂj,h{g:] € Z,; such that 211 3
x = {(AB) € TRy % Z(M)y iged(rld).26) = 1§~ | g
| !
For K = A.B) Ex, define the functions
¥ = AX + B (mod 26) And
X = A7Y(Y - B) (mod 26) 0 |
E=(2138
4. IMPLEMENTATION 19

The illustration of the affine cipher as stated above is of the The cipher text for £y is

alphabet length 26, an invertible rhotrix A of order £ and a | 3 .'} (I 3 .'} o |
+ }

rhotrix B both with entries from Zgg . Plaintext can be ¥ =AY, +B =2 191- 3} 0 }g 0 3 ‘}S 8

transform to a cipher text, by grouping the plain text to k \ I | | |

smaller groups and padding the plaintext rhotrix with zeros in | i | i | i
. . 0 0 0
all the vacant places. For instance, suppose the plaintext under 95
consideration is 'COMPUTED’ it can be broken as COM | = +919) 415138y = (9221
PUT | ED and represented in rhotrix form as follows: I 18 | I 18 | I 11 |
| c .||I | zZ 1
=(IVA
x =(000 = }
M| K
| | ;
b Now, to decrypt this message, compute
X = A=Y - B) (mod 26)
¥y =(0UD0
I T But from the review in section one,
| .
E | s .
; 2 PO |
) 0

| !
If the above representation is used,
| 3 1
X = 0150
13
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And from the fact that dividing by the square of eleven is the
same as multiplying by the square of its multiplicative inverse
modulo 26, and also,

1"t=1
37t=0g

57t=121
77 =153
117t =19
17t =23
2577 =125

Moreover,

-, 29 =3,28= 227

Combining these facts

5
Alo . (5- 19 9}

1
It can be checked that

X = A~YY - B) (mod 26)

5. CONCLUSION

This paper proposed the affine ciphers of rhotrices. These
ciphers have some advantages over those of matrices as the
commutativity in terms of multiplication, rich key space and
simplicity in the computation of inverses. In the first section,
an introduction which covers the algebra of rhotrices was
given followed by the description of the affine ciphers in
section two. The algorithm and implementation of these
ciphers were presented under sections three and four
respectively. In other words, sections two, three and four
contained the main contributions of the paper.
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