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ABSTRACT

This research performs a survey of security vulnerabilities in PHP Application among IT professionals in Nigeria. We targeted
170 IT Professionals in various ICT organizations and institutions in Nigeria. The main instrument for data collection was
questionnaire. Stratified random method was used to select respondents from various strata. A total of 170 specialists in the
sample which included 95 from ICT organization, 55 from MIS department of higher institutions and 20 ICT lecturers were
randomly selected. The data collected from questionnaire were analyzed using simple frequencies and percentages. It was found
out that higher numbers of respondent are conversant with PHP and using PHP always, two causes of the security vulnerabilities,
SQL injection and source code revelation are been highlighted by the majority of the respondents. Also, majority of respondents
were recorded to be having database hacking challenges and suggested that developer should use all the appropriate security
measures and function to secure the application i.e. using ESCAPE FUNCTION, Turned OFF register_globals directive etc. PHP
is rates high in terms of portability and accessibility, security, ease of operation and comparison to other applications.
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1. INTRODUCTION

Web applications in particular are being used today as front
ends to many security critical systems (e.g., home banking
and e-commerce), but due to their high exposure, they are
particularly susceptible to being heavily attacked or
become attractive targets for attackers due to the large
degree of authority they possess, their significant user
populations, and the prevalence of vulnerabilities they
contain.. This means that they require special care to make
them secure and resilient against these threats. PHP is one
of the two leading development frameworks for these
dynamic web sites. It is also the foundation for popular
web development applications such as Drupal, Joomla, and
Wordpress. Thus the task of securing PHP web applications
is urgently needed. In fact, 60% of found vulnerabilities
affect web applications [1]. As such, much attention in the
security research community has focused on removing or
justifying the effect of these vulnerabilities [2], [3], [5], [5]
and enhancing the security of these e-commerce and
banking systems like security enhanced online registration
prepaid scratch payment approach [6].
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Security vulnerabilities in these web applications may
result in stealing of confidential data, breaking of data
integrity or affect web application availability. This
research performs a survey of these security vulnerabilities
in PHP Application among IT professionals in Nigeria. We
target 170 IT Professionals in various ICT organizations
and institutions in Nigeria. The main instrument for data
collection was questionnaire. These questionnaires were used
to enable these IT professionals to highlight causes of
security vulnerabilities, security challenges they are facing
and strategies they employ in finding solutions to these
security vulnerabilities in PHP. Also, to rate the PHP in
terms of portability and accessibility, ease of operation,
security and comparison to other applications. Stratified
random method was used to select respondents from
various strata in which there were a total of 170 specialists
in the sample which included 95 from ICT organization, 55
from MIS department of higher institutions and 20 ICT
lecturers were randomly selected. The data collected from
questionnaire were analyzed using simple frequencies and
percentages.
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2. METHODOLOGY

This study employed descriptive survey research design. It
is a method of collecting information by administering a
questionnaire to a sample of individuals. Descriptive
surveys are designed to obtain information about the
current status of a phenomenon or to answer questions like
where, what, how, why, when, and who. It is intended to
produce statistical information about a research area [7].

2.1 Target Population

Specifying the population that is targeted for study is
important because it helps researcher to make decisions on
sampling and resources to use [8]. This study targeted 170
IT Professionals in various ICT organizations and
institutions in Nigeria. The categories of personnel use is 6
based on their area of specialization in Software
Development.

2.2 Sampling Size and Sampling Procedure

Stating the sample size and sampling procedures is
important in order to establish representativeness of the
sample for generalization [9]. This can be due to various
factors that may hinder studying the whole population [10].
Also, sampling procedures are strategies or procedures that
are used to select a sample from a target population [7].
Stratified random sampling was used to select personnel
from different area of specialization in order to ensure all
categories were adequately represented in the sample.
Simple random method was then used to select respondents
from various strata. There were a total of 150 (88.23%)
specialist in the sample which included 95 from ICT
organizations and 55 from MIS department of higher
institutions. In the sampled institutions, 25 ICT lecturers
were randomly selected, making a total of 170 respondents.

2.3 Research Instruments

Questionnaires were used as main instrument for data
collection. This is because questionnaires are widely used
to obtain information about current conditions and
practices and to make inquiries concerning attitudes
and opinions quickly and in the precise form [10].

2.4 Validity and Reliability of Research Instruments

Validity is the degree to which a test measures what is
supposed to measure [9] and reliability is the degree to
which a test consistently measures whatever it measures
[11]. In this study, validity of the questionnaires was
ensured through judgment of experts in teaching,
learning, software development and research techniques,
while reliability was established through test and re-tests
method during pilot study.
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2.5 Data Analysis

Data analysis involves some manipulations of data
collected through use of statistical tools in order to
compute a number, a percentage etc. After data has been
collected using questionnaire, it is going to be analyzed
using simple frequencies, percentages

2.6 Response Rate

To ascertain in-depth of data collected, stating response
rate of respondents is essential. Out of one hundred and
seventy questionnaires distributed one hundred and twenty
(70.6%) were appropriately filled and returned. Fifty
(29.4%) were not appropriately filled or returned and
therefore were discarded during analysis.

In any research, a return of more than 50% is acceptable
[11]. A return of one hundred and twenty (70.6%) for this
study was considered acceptable for analysis.

3.  RESULTS AND FINDINGS

This section presents results of data analysis and
interpretation of research findings. Research results are
presented in tables supplemented with some discussions
on findings.

3.1 Profile of Respondents

The profile information of respondents included gender,
age, experience and area of specialization in PHP
applications. Considering the gender of the 120
respondents, 100 (83.33 %) were males and 20 (16.67%)
were females which can be shown in Table 1.

Table 1: Gender

Gender No %o
Male 100 83.33
Female 20 16.67
Total 120 100

Also, majority of respondents 65 (54.16%) are 36 - 65
years old followed by 18 - 35 years old which are 45
(37.50%) as shown in table 2.

Table 2: Age in years

Age in Years No %
Below 18 years 5 4.17
18 — 35 years 45 37.50
36 — 65 years 65 54.16
Above 65 years 5 4.17
Total 120 100
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In addition, Most of the respondents about 80(66.66%)
have over 8 years of PHP experience, followed 20
(16.67%) that are between 6 — 8 years of PHP experience
and shown in table 3.

Table 3: PHP Experience

PHP Experience No %
0 -2 years 5 4.17
3 -5 years 15 12.50
6 — 8 years 20 16.67
Over 8years 80 66.66
Total 120 100

Furthermore, majority of the respondents 40(33.33%) are
Application Developers, followed by System Designers and
Programmers with 30(25.00%) each as shown in table 4.

Table 4: Area of specialization

Area of Specialization No %o
Application Developer 40 33.33
Application Users 5 4.17
System Designer 30 25.00
Programmer 30 25.00
System Analyst 5 4.17
Application Manager 10 8.33
Total 120 100

Lastly, majority of the respondents academic qualifications
were Ph.D. holders with 50(41.67%) followed by Master’s
Degree holders which are about 40(33.33%) of the
respondents while 10(8.33%) of the respondent are
Bachelor degree holders and 10(8.33%) are HND holders
as shown in table 5.

Table 5: Academic Qualification

Academic Qualification No %
NCE 5 4.17
OND 5 4.17
HND 10 8.33
Bachelor Degree 10 8.33
Master’s Degree 40 33.33
Ph.D. 50 41.67
Total 120 100
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3.2 Level of PHP Proficiency

In this section first a questions is asked to determine the
number of respondents who were conversant with PHP
application and how often they make use of the
application. The results indicated that in various
organization, higher number of the respondents were
conversant with PHP applications with about 108(90.00%)
while other respondents of about 12(10.00%) rarely use
the applications as shown in table 6.

This meant that majority of respondent have the
knowledge of the PHP applications. This may be
attributed to the fact that PHP application is an open
source scripting language, platform independent and
widely acceptable and has gain a lot of recognition in Web
Application Development Platforms.

Table 6: Are you conversant with PHP?

Conversant with PHP No %
Yes 108 90.00
No 12 10.00
Total 120 100

The second question is asked to determine how often
the respondents make use of PHP Applications. Majority
of respondents 105 (87.50%) were recorded using PHP
applications always as shown in table 7.

Table 7: How often do you use PHP?

How Often do you use PHP? No %o
Very Often 90 75.00
Often 15 12.50
Sometimes 10 8.33
Rarely 5 4.17
Total 120 100

These findings agreed with assertion that security
vulnerabilities are the major challenges of the PHP
applications.

3.3 Causes of PHP Security Vulnerabilities

A question was asked here to determine the causes of
security vulnerabilities in PHP applications and the number
of respondents that identify the causes. The results
indicated that there are many causes of security
vulnerabilities in PHP application. Two causes of the
security vulnerabilities, SQL injection and source code
revelation are been highlighted by the majority of the
respondents 75 (62.50%) as shown in table 8 and none of
the vulnerability is not highlighted by the respondents.
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Table 8: Causes of security vulnerabilities in PHP

Causes of PHP Security Vulnerabilities No %

SQL Injection 75 62.50
Remote File Inclusion and Remote File 7 5.84
Execution

Cross Site Scripting (XXS) 18 15.00
Session and Cookie Hacking 15 12.50
Directory Traversal 5 4.17
Source Code Revelation 75 62.50

This meant that all the causes provided in the questionnaire
were the major causes of the security vulnerabilities in PHP
applications. This may be attributed to the fact that PHP
application is widely used by both trainers and the
professional due to the open access and user friendliness of
the PHP application.

3.4 Challenges of PHP Security Vulnerabilities
Another question was asked to determine the challenges
faced while using of PHP Applications in terms of security
vulnerabilities. Majority of respondents 80(66.67%) were
recorded to be having database hacking challenges,
followed by 25(20.83%) of the respondents which were
infected with malicious client-side script, and the remaining
15 (12.50%) respondents were facing other challenges
provided as shown in table 9..

Table 9: Challenges faces due to security vulnerabilities in
PHP

Challenges Faced No %o
My database was hacked 80 66.66
I discovered that unknown party 5 4.17

is running codes on my web
server and client-side

My site was infected with 25 20.83
malicious client-side script

Unknown party hacked into my 5 4.17
user session and cookie

Unknown party access the 5 4.17
restricted files on my server and

execute some command

Total 120 100

3.5 Solutions to PHP Security Vulnerabilities

This is a question to determine the methodology used to
resolve the security challenges of the PHP application.
Higher number of the respondents 90(75%) adopted a
method of ensuring that all data input are validated, verified
and cleaned up before it can enter the application and also
restricted user privileges to an absolute minimum.

180

$IEEE

About 20(16.66%) of the respondents adopted a method of
using security software to secure PHP application and also
incorporated security platform in PHP application that
validate & sanitize all user input by removing all suspected
data & filtering out meta-characters and the remaining and
10(8.33%) adopted other methodology provided in the
research questionnaire as shown in table 10.

Table 10: Solutions to security vulnerabilities in PHP

Solutions No %

I used security software to secure my 15 12.50
application.

I incorporate security platform in my 5 4.17

application that validate & sanitize all
user input by removing all suspected
data & filtering out meta-characters.

I'used SSL secured connection to 5 4.17
protect the handling of sensitive

information and prevent session and

cookie

I restricted user privilege to an 20 16.66

absolute minimum

I turned OFF the register_globals 5 4.17

directives

I ensured that all data input are 70 58.33
validated, verified and cleaned up

before it can enter the application

Total 120 100

3.6 Rating of PHP in Terms of Portability and
Accessibility

In this section a questions was asked to rate PHP
application in terms of portability and accessibility.

The results indicated that portability and accessibility is one
of the major key factor driving high PHP applications
development because majority of the respondents
110(91.66%) rated PHP applications as one of the most
portability software development application while other
respondents of about 10(8.33%) rated it otherwise as shown
in table 11.

Table 11: Rating of PHP in terms of portability and
accessibility

PHP Portability and Accessibility No %
Very Good 60 50.00
Good 50 41.67
Fair 5 4.17
Poor 5 4.17
Total 120 100
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3.7 Rating of PHP in Terms of Security

A question was asked here to rate the security level of PHP.
The results indicated that PHP applications are still more
secured compared to other software development
application because most of the respondents 109(90.84%)
rated PHP application as much secured application while
other respondents of only about 11(9.17%) rated it as
unsecured application as shown in table 12.

Table 12: Rating of PHP in terms of security

Security No %

Very Secured 80 66.67
Secured 29 24.17
Unsecured 11 9.16
Total 120 100

3.8 Rating of PHP Compared to Others

Here a question was asked to rate PHP applications to other
web development applications. The results indicated that
PHP application is widely used and also with the fact that is
open source software it has a lot of supports by different
developers from various part of the word. It is as well user
friendly. This is because majority of the respondents
111(92.50%) reviewed and rated PHP as best application
compared to other applications, while the other respondents
of about 9 (7.50%) rated it otherwise as shown in table 12.

Table 13: Rating of PHP compared to others

PHP Compared to Others No %
Best 50 41.67
Better 40 33.33
Good 21 17.50
Fair 9 7.50
Total 120 100

3.9 Rating of PHP by Ease of Operation

Here also a question was asked to rate the operation of PHP
applications. The results indicated that PHP is user friendly
and the friendliness of PHP makes the operation easy and
not cumbersome. Majority of the respondents 100(83.33%)
rated PHP as a user friendly application while the other
respondents of about 20 (16.67%) rated it as difficult
application to operate as shown in table 14.

Table 14: Rating of PHP by ease of operation

PHP Ease of Operation No %
User Friendly 100 83.33
Difficult 20 16.67
Total 120 100
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3.10 Limitation of PHP

Furthermore a question is asked to review the limitations of
PHP in terms of software development and scripting
language. The results indicated that many of the
respondents 70(58.33%) were recorded not to have
limitation with PHP, while the other respondents of about
50(41.67%) were recorded to have limitation in what they
can use PHP scripting language to develop as shown in
table 15.

Table 15: Limitation of PHP

Limitation of PHP No %
None 70 58.33
Some things 28 23.33
Many things 22 18.34
Total 120 100

3.11 Solutions to Security Vulnerabilities in PHP
Applications

The IT professionals who responded to this question give
some valuable insights on how to overcome security
vulnerabilities in PHP application.

As shown by table 16, 96 (80%) suggested secured
connection like SSL is wused to handle sensitive
Information, 105 (87.50%) suggested all data to be inputted
from server and client-side should be validated, verified,
cleaned up and remove all suspected data before it can
enter into the database, 110 (91.67%) suggested that
developer should ensure user-level priority and give less
privilege to user accounts and 115 (95.83%) suggested that
developer should use all the appropriate security measures
and function to secure the application i.e. using ESCAPE
FUNCTION, Turned OFF register_globals directive etc as
shown in table 16.

Table 4.15: Security recommendations for PHP developers

Security Recommendations No %

They should ensure that secure 96 80.00
connection like SSL is used to handle

sensitive Information

They should ensure that all data to be 105 87.50
inputted from server and client-side are
validated, verified, cleaned up and
remove all suspected data before it can
enter into the database

They should ensure user-level priority
and give less privilege to user accounts
They should use all the appropriate
security measures and function to secure
the application i.e. using ESCAPE
FUNCTION, Turned OFF

register_globals directive etc.

110 91.67

115  95.83
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These results found that the best solution to security
vulnerabilities in PHP Application is use of all the
appropriate security measures and functions to secure the
PHP applications like ECAPE FUNCTION, turn off
register_global directives, etc.

4. CONCLUSION

This research surveys the security vulnerabilities in PHP
Application among IT professionals in Nigeria. We target
170 IT Professionals in various ICT organizations and
institutions in Nigeria. The main instrument for data
collection was questionnaire. Stratified random method
was then used to select respondents from various strata in
which there were a total of 170 specialists in the sample
which included 95 from ICT organization, 55 from MIS
department of higher institutions and 20 ICT lecturers
were randomly selected. The data collected from
questionnaire were analyzed using simple frequencies and
percentages. Out of 170 questionnaires distributed 120
(70.6%) were appropriately filled and returned. 50
(29.4%) were not appropriately filled or returned and
therefore were discarded during analysis.

Considering the profile of the respondents, majority of the
respondent are male (83.33%), aged 36 — 65 years old
(54.16%) followed by 18 — 35 years old (37.5050, having
over 8 years PHP experience (66.66%) followed by 6 — 8
years of experience (16.67%), application developers
(40.00%) followed by Designers and Programmer with
(25.00%) each and are Ph.D. Holders (41.67%) followed
by Master’s Degree (33.33%).

In addition, higher numbers of respondent are conversant
with PHP (90.00%) and using PHP always (87.50%).
Furthermore, two causes of the security vulnerabilities,
SQL injection and source code revelation are been
highlighted by the majority of the respondents 75
(62.50%). Majority of respondents 80(66.67%) were
recorded to be having database hacking challenges. And
95.83% of the respondents suggested that developer
should use all the appropriate security measures and
function to secure the application i.e. using ESCAPE
FUNCTION, Turned OFF register_globals directive etc.

PHP has also been rated in terms of security, ease of
operation and compared to other applications. So, 91.66%
rated PHP applications as one of the most portability
software development application, 90.84% rated PHP
application as much secured application, 83.33% rated
PHP as a user friendly application, 92.50% reviewed and
rated PHP as best application compared to other
applications and 58.33% were recorded not to have
limitation with PHP .

Lastly, this research can be improved to cover IT
professionals worldwide. This may be accomplished by
creating an online questionnaire for all IT professionals
worldwide to give their opinions on the security
vulnerabilities in PHP applications.
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