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Predatory Publishing



“Predatory conferences or predatory meetings are 
meetings set up to appear like legitimate scientific 
conferences but which are exploitative as they do not 
provide proper editorial control over presentations 
and advertising can include claims of involvement of 
prominent academics who are, in fact, uninvolved.” 
Source: Wikipedia



“Predatory publishers hurt scientists, science, and the 
communication of science. They trick scientists, 
pretending to operate as legitimate publishers, when 
they are essentially counterfeit and only seeking to 
earn a quick profit.” Jeffrey Beal



























23 media partners
60+ journalists



We need some help!



We need some help!



Credits: Jeremy Stribling, Max Krohn, Dan Aguayo (2005) 

Source: https://pdos.csail.mit.edu/archive/scigen/
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Highly-Available, Collaborative, 
Trainable Communication

- a policy neutral approach 
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Fake Cancer Cures



Miracle Cancer cures

Bees are awesome. 

Can they heal cancer?

Probably not.

But who knows?



„This is a non-scientific approach, just to make 
money.“



Miracle Cancer cures that aren’t 

Reviewer comments: 
"The study provided important experimental and pre-clinical 

evidences demonstrating the potential application of Bio99TM 

propolis in cancer treatment."

"Authors may want to clarify what "SiTF" means in Fig. 1"

"Hopefully your research study had Ethics Board review and 

approval? Better state so. You were intervening w/ human subjects."



Miracle Cancer cures



Miracle Cancer cures



Miracle Cancer cures

„Propolis is a natural compound produced by bee species such as the Western honeybee, Apis mellifera, 
known for its antioxidant, antimicrobial, antifungal and antipyretic properties. In this way it has been popular 
as a health promoter since antiquity. Furthermore, there are no known instances of adenocarcinoma in 
Apidae...“

But the general nature of Apidae and their ethologic patterns (as described by Gibbs 2012) further suggest a 
positive outcome of a propolis based therapy and the development of such propolis-based drugs. 



4. Miracle Cancer cures that aren’t 



Miracle Cancer cures that aren’t 



GCMAF

Source: First Immune











Video - GcMAF – Advertisement with studies



“These studies are wanky. (...) I don't think it's 
transparent at all for a layman.”



- They look at isolated cases.

- They use inappropriate testing methods

- They are packed with positive assessments 

- They are so flawed that they should never have 

been published in a scientific journal at all



“They exist so that internet pages where these products 
are sold can link to these scientific articles.”





Dr. Hope



Dr. Hope



Dr. Hope



Video – best friend, Eva



Dr. Hope
R.I.P.

July 2016



- British manufacturer, First Immune, is set to go on 

trial in London in November. 

- The files allege that he illegally sold GcMAF as a 

cancer drug. Based on false studies.

- Our request for comment went ignored. 



• Autism

• Chronic fatigue syndrome

• Different cancer types

• Depression

• Anxiety

• Immobility
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Building a bigger picture













Introducing a Polymorphic Machine Learning 

Defense for Cyber Attacks Against Gibson 

Mainframe Computers
Dade Murphy, Kate Libby

Abstract—Gibson based mainframe computer platforms remain vulnerable to a specific class of buffer overflow first 

identified in 1988. Specifically, it is possible to corrupt the magnetic core memory stack by writing past the end of 

protected colonel memory. Code that does this is said to have “Hacked the Gibson”, causing a return from the routine 

to jump to a random address. This gives an attacker access to the superuser account, from where they have access to the 

whole system. As of writing, the only defense is to situate Gibson based mainframe computer behind seven or more 

proxies. Combining next generation, dynamic malware analysis techniques with polymorphic machine learning ZeroR

classifiers, we demonstrate a 97.435% accuracy in detecting such attacks. Specifically, we designed four layered ZeroR

classifiers which self-modify based on four distinct features present in malicious packets. Features consist of whether 

the packet has the FIN, URG and PSH flags set and how fragmented the packet is overall. We extensively evaluated 

our algorithm on a diverse spectrum of corpora with 81,337 malicious packets and 48,183 legitimate packets. Our 

results offer a promising advance in addressing a vulnerability which has existed for nearly three decades.



Introducing a Polymorphic Machine Learning 

Defense for Cyber Attacks Against Gibson 

Mainframe Computers
Dade Murphy, Kate Libby

Abstract—Gibson based mainframe computer platforms remain vulnerable to a specific class of buffer overflow first 

identified in 1988. Specifically, it is possible to corrupt the magnetic core memory stack by writing past the end of 

protected colonel memory. Code that does this is said to have “Hacked the Gibson”, causing a return from the routine 

to jump to a random address. This gives an attacker access to the superuser account, from where they have access to the 

whole system. As of writing, the only defense is to situate Gibson based mainframe computer behind seven or more 

proxies. Combining next generation, dynamic malware analysis techniques with polymorphic machine learning ZeroR

classifiers, we demonstrate a 97.435% accuracy in detecting such attacks. Specifically, we designed four layered ZeroR

classifiers which self-modify based on four distinct features present in malicious packets. Features consist of whether 

the packet has the FIN, URG and PSH flags set and how fragmented the packet is overall. We extensively evaluated 

our algorithm on a diverse spectrum of corpora with 81,337 malicious packets and 48,183 legitimate packets. Our 

results offer a promising advance in addressing a vulnerability which has existed for nearly three decades.

Who else?



Scraping & Analyzing



Scraping & Analyzing









https://waset.org/abstracts/75907







Spider abstract pages



53,069 abstracts



abstracts.csv

Parse abstracts



abstracts.csv
ID 75907

Lead Author G. Gurguze
Title Energy Management Techniques in Mobile Robots

Pub Date 10/2/2017
Journal World Academy of Science, Engineering and Technology,  

International Journal of Energy and Power Engineering
Issue 10

Vol 4
Direct Download Link http://waset.org/downloads/17/papers/17dk100073.pdf

Pdf Link scholar.waset.org/1999.25/75907





Spider & Parse







50 subject areas





Conferences.csv

44,476 conferences









Cleaning the data

- Erasing duplicates



Cleaning the data

- Remove indistinguishable Names



Parsing PDFs







Scraping & Analyzing
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*The sharp increase at WASET in 2014 can be partly explained with their publishing practice. 

As they started with publishing more abstracts online. 

Development in the past 10 years
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*After request, none of the mentioned universities provided a comment on the issue.

Elite Universities



"N.N." site:omicsonline.org OR site:sciencedomain.org OR 

site:omicsgrouponline.org OR site:waset.us OR 

site:waset.org OR site:waet.org OR 

site:academicjournals.org OR site:imed.pub OR 

site:thescipub.com OR site:austinpublishinggroup.com OR 

site:iosrjournals.org OR site:alliedacademies.com OR 

site:conferenceseries.com OR 

site:sciencepublishinggroup.com OR 

site:davidpublisher.org
@sveckert

Do it yourself:



Publishing at Waset from 2008 to 2018.
*After request, none of the mentioned universities provided a comment on the issue.







• Authors piling

• Many foreign students

• Grant funded

• Copy-paste papers

• Scientifically questionable



“Professors can benefit first of all from gaining 

higher salary at promotions.”

Whistleblower from the CUNY case April 2018
*After request, CUNY did not comment on these allegations



“Professors can benefit first of all from gaining 

higher salary at promotions.”

“They can obtain sort of benefits like a summer 

salary.”

Whistleblower from the CUNY case April 2018
*After request, CUNY did not comment on these allegations



“They can get other benefits, stipends for research, 

they can get released time from teaching.”

Whistleblower from the CUNY case April 2018
*After request, CUNY did not comment on these allegations



“They can get other benefits, stipends for research, 

they can get released time from teaching.”

“There's a benefit in creating a new image for 

themselves at the school by turning to these 

relatively easy publications.”

Whistleblower from the CUNY case April 2018
*After request, CUNY did not comment on these allegations



After request, CUNY did 
not provide comment on 
this issue.



Lobby groups and companies



What we found – Big Tobacco



What we found – Big Tobacco



What we found – Big Tobacco
Philip Morris International did
not provide comment to several
Emails. 



What we found – Big Pharma

„The addition of vitamin C is unnecessary“ German consumer protection agency Stiftung Warentest

„Bayer publishes results of clinical studies in scientific publications that are reputable among experts“ Bayer Spokesperson



What we found – Big Pharma

„If you something, pregnant women are a great target audience. They are worried about their unborn child and want to 
make no mistakes. Only if such a product is better than other products, such a publication is scientifically relevant. But 
this is a standard product“. Professor Herber Fluhr, University of Heidelberg 



What we found – Big Pharma

„The investigator (...) assume responsibility for all study 
aspects, including dissemination of study results in peer-
reviewed publications.“ Mallinkrodt Spokesperson



What we found – Lobby groups 

ISLI Europe did not reply to an Email.



What we found – critical infrastructure

„The scope of media publication as well as 
conference attendance of our experts is matter 
of constant monitoring and improvement“



Who’s behind it?
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Video – “Let me call a lawyer”







waset.org



Waset.org using 

Cloudflare



…but shares tracking 

cookies with…



Bora Ardil

…which leads us to...



Bora Ardil

phpfreaks





Bora Ardil Cemal Ardil

…and...





83 x DNS names

Bora has a lot of 

“conference” 

DNS names registered



~13 events in ~13 different cities each month

~5,000 “conferences” a month



~13 events in ~13 different cities each month

~5,000 “conferences” a month

A year…

157 events 

48 cities 

35 countries

53,467 “conferences” in total  



London 12

35 countries

Paris 12

Istanbul 12

Rome 10



€ 3,851,100
est. annual revenue for WASET
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$ 4,495,219 USD
est. annual revenue for WASET
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Listeners / visas ?



Conclusions
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„It is hard to tell at first if a conference is legitimate or not“ BFR Spokesperson

Where do those studies get cited?

German federal Institute for Risk Assessment



Where do those studies get cited?

Patents



Where do those studies get cited?

Climate change denial

"No one ever peer reviewed Einstein's Theory of Relativity. What do you 
want me to say? It's an attempt to stall without considering the content of 
the studies."  Michael Limburg, vice president, EIKE



Implications for society 

Is everyone who published there a fraudster?

Is all science published there automatically bad science?



Image with permission from : Annica /dirtybandits.com



Science influences: 

- Political decisions

- Consumer behavior

- Funding

- Our perception of the world

Image with permission from : Oscar Bolton Green



Results so far…



• Broad Debate in Society and Science (esp. Germany, Austria, 
France and South Korea)

• Vast amount of Q&A and Tutorials about predatory publishing 
(esp. Institutions and universities)

• Indian government promised to “end menace of predatory 
journals”



What did the predatory publisher say to all 
that?

“No comment”



What did the predatory publisher say to all 
that?

“Allegations are not true. There is a „peer 

review“. Editors and authors are 

carrying main responsibility.”



What did the predatory publisher say to all 
that?

“Allegations are not true. There is a „peer 

review“. Editors and authors are 

carrying main responsibility.”

“OMICS is a platform”



What did the predatory publisher say to all 
that?

"Sciencedomain does not follow predatory publication 
process. We strongly protest any attempt to label 
Sciencedomain International as predatory publisher."



Contact:

@sveckert

@tillkrause

@5uggy

Special thanks to:
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Katrin Langhans
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Michael Ebert
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Felix Ebert

Thorsten Wenning

NDR,WDR,SZ-magazin and all 

contributing national and 

international partners.

Timm Klotzek

Andrew McPherson

Patch Eudor

Dominique Haase

Vanessa Wormer

Sebastian Pittelkow

Katja Riedel



Questions?


